	Certification Test Guide
	Contractor facility name:       
	IS#:      

	Protection Measure Verification 
	Results

	Instructions: Protection measures on this page pertain to the entire IS.  Verify all protections that you have indicated are applicable on the IS Protection Profile.  Specify N/A for results if the protection measure is not applicable.  Specify S for results if the measure was successfully verified.  If the results are not successful, specify F (failed).  All failed results must have corrective action taken prior to certifying the IS.  

	Physical Area Safeguards

	If the IS resides in a Closed Area, verify the area has been accredited and all Closed Area procedures and mechanisms are in place.  
	

	If the IS resides in a restricted area, verify components are positioned so that classified information displayed or output during processing will not be visible to unauthorized persons.  Verify all required locks, seals, or barriers are in place.
	

	Verify all IS components in the hardware baseline reside in the IS controlled area.  
	

	Verify a container approved for storage of classified materials or classified waste is available for use.
	

	Authorized Users/Training

	Verify the clearance level, Need-to-Know, and any additional accesses (if applicable) for each IS user.  
	

	If applicable, verify that visitors, subcontractors, and consultants have a current Visit Authorization letter on file with your facility.  
	

	Verify each IS user has received initial training regarding there IS responsibilities and has signed a User Authorization form.  
	

	Hardware Configuration

	Verify the IS hardware components match the IS Profile Hardware baseline.  
	

	Verify the configuration of the IS is compliant with the Configuration Diagram contained in the Profile.  
	

	Verify all IS hardware has been examined to determine that it is in good working order.  
	

	Software Configuration and Media

	Verify the software resident on the system is in accordance with the Software Baseline in the Profile.
	

	Verify there is a backup protected copy of all software dedicated to classified processing sessions.
	

	Verify all classified media has all appropriate NISPOM required markings.
	

	If applicable, verify Top Secret media has been placed in accountability.
	

	Verify unclassified media co-located in the area has been labeled as Unclassified.  Un-opened boxes may be labeled on the box.
	

	Labeling

	Verify all hardware that will retain information when power is removed has a conspicuous external classification label.  
	

	Verify all systems or workstations that are co-located in the area, but are not part of the approved IS baseline have been conspicuously labeled to indicate their use is limited to unclassified processing.  
	

	Media

	If there are co-located systems dedicated to unclassified processing in the IS controlled area.  Verify all unclassified media is marked as Unclassified.  
	

	Verify media dedicated to maintenance activities is labeled “Unclassified – For Maintenance Only”
	

	Verify that all classified media is properly marked and brought into accountability if Top Secret.
	

	I certify that all security features and protections measures, as indicated in the IS Profile are implemented and operational:

ISSM Signature:



	Instructions: Most protection measures on this page are implemented through IS technical controls.  If your IS includes multiple platforms (e.g. Windows NT, Sun Solaris), this page should be completed for each platform type.  Specify N/A for results if the protection measure is not applicable.  Specify S for results if the measure was successfully verified.  If the results are not successful, specify F (failed).  All failed results must have corrective action taken prior to certifying the IS.  

	Profile Version #:      
	Operating System:      
	O/S Version #:      

	Logon Authentication

	If User access is NOT technically implemented through logon authentication, verify there is a list of Authorized Users available in the area.  
	

	If technically implemented, verify that IS users are required to present their User ID and authenticator to gain access to the IS.  
	

	Session Controls

	If technically implemented, verify the CSA approved login banner is displayed on all terminals and workstations.
	

	If not technically implemented on the system, verify the CSA approved banner is prominently displayed in the area.  
	

	Password Controls

	Verify that when passwords are entered they are not visible (must be masked).
	

	If the IS generates the passwords, verify the IS generates a random password that is a minimum of 8 non-blank –characters.
	

	If passwords are User generated, verify the following features, as specified in the profile, are properly functioning: 

Minimum password length (8-characters), Password composition (mixture of characters/numbers, and upper/lower case) 

Capability to require a password change upon reaching the allowed password lifetime.  
	

	If present, verify that vendor standard accounts with pre-defined passwords have been changed.  
	

	Access Protections

	Verify that the file(s) containing passwords is either not accessible to non-privileged users, or that the passwords are encrypted.
	

	Verify that the file(s) containing audit data is not accessible to non-privileged users.
	

	Verify the files and directories that the control the system and/or it’s security may not be modified or deleted by non-privileged users.
	

	Audit Mechanisms

	Verify the system is recording successful and unsuccessful logons and logoffs.
	

	Verify the system is recording unsuccessful attempts to access security relevant files and directories.
	

	Verify the system is recording denial of system access (account lockout) due to multiple failed login attempts.
	

	Verify the system is recording changes to passwords.  
	

	Verify that the audit records generated by the system contain the following information: date and time of the action, type of action, and the responsible person for the action, and the resources involved (e.g. name of file for a failed access attempt for a file).
	

	Virus Detection and Malicious Code

	Verify that virus detection software has been installed, is functional, and has been executed on all installed media.
	

	Verify that all IS software has been tested for malicious code as feasible.
	

	Sanitization Software

	Verify all sanitization software procedures have been validated.
	

	If required for rigid media sanitization, verify a listing of the bad blocks/sectors on each IS drive has been generated and written to removable media.  
	


